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Project Summary

The client required a HIPAA-compliant diagnostic test platform to digitize how PFT reports are uploaded, interpreted, reviewed, signed, and archived. The goal was to
reduce manual PDF handling, improve physician review efficiency, and maintain secure clinical workflow traceability. smartData proposed an Al-powered web platform
using OCR and medical LLMs to extract report data, generate diagnostic interpretations, route reports to physicians, support review/editing, and enable secure e-
signature-based final report generation. Phase 2 extended the platform with patient-centric file management, multiple report association, individual Al interpretation
mapping, consolidated master report generation, physician sign-off workflows, and centralized archival. The solution creates a scalable HealthTech foundation for secure
diagnostic workflow automation, clinical oversight, auditability, and future EHR/EMR integration.

Problem Statement

The client needed to replace manual diagnostic report handling with a secure, HIPAA-compliant digital workflow for PFT report upload, Al interpretation, physician
review, and final sign-off. Testing clinicians were dependent on manual PDF handling, physician coordination, and external report sharing, creating delays, limited
visibility, and fragmented status tracking. Physicians required an efficient way to review Al-generated interpretations, edit findings, apply clinical judgment, and
securely e-sign finalized diagnostic reports. The platform also needed strong auditability, encrypted access, role-based permissions, immutable logs, and traceability
across every clinical action involving ePHI. Phase 2 further required patient-centric file management, multiple reports under one patient profile, master report
generation, and centralized archival for scalable diagnostic operations.

Approach / Solution

Pillar / Pattern

smartData proposed a HIPAA-compliant diagnostic workflow platform using MERN/MEAN stack, OCR, medical LLM integration, secure authentication, role-based
access, and audit logging. The solution enabled clinicians to upload PFT reports, trigger OCR and Al interpretation, assign reports to physicians, track review status, and
download sighed diagnostic reports. Physicians could review Al-generated interpretations, edit findings, impressions, recommendations, and follow-up plans, then
securely e-sign finalized reports. Phase 2 extended the workflow with patient-centric file management, multiple report linking, individual Al interpretation mapping,
consolidated master report generation, and centralized archival. The overall architecture created a secure, traceable, and scalable HealthTech platform for diagnostic
report automation, physician oversight, HIPAA compliance, and future EHR/EMR integration.

Technical Challenges

W Al interpretation accuracy for clinical reports % Integrated medical LLM workflows with physician review controls so Al-generated
iInterpretations remain editable, validated, and clinically approved before final sign-off

% HIPAA-compliant handling of ePHI ¥ Implemented secure authentication, encrypted access, role-based permissions, audit logs,

automatic logoff, and protected report storage for sensitive patient data
¥ Manual PDF upload, review, and signing workflow

Y Built a structured diagnostic workflow covering PDF upload, OCR processing, Al interpretation,

% Patient-centric multi-report management physician review, e-signature, and final signed report generation

¥ Designed Phase 2 enhancements to link multiple diagnostic reports under one patient file with

% Auditability and traceability across clinical actions individual Al mapping and consolidated master report generation

¥ Maintained logs for uploads, Al outputs, physician edits, signhatures, timestamps, user activity,
and final report archival to support compliance and review readiness

Learning

Al-generated clinical interpretation must always remain physician-controlled, with clear edit, review, and sign-off authority before final report generation.
HIPAA compliance should be designed from the beginning, especially around ePHI encryption, access control, audit logging, automatic logoff, and secure report storage.
Patient-centric data structure is important early, as future phases may require multiple reports, master reports, longitudinal records, and EHR/EMR integration.

Audit trails, prompt/version tracking, physician edits, and sighature logs should be planned upfront to support compliance, traceability, and future clinical review readiness.
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