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Project Summary

Pharmaceutical organizations often struggle with fragmented supplier audit and third party risk processes managed through spreadsheets, emails, and disconnected
systems. This lack of standardization creates compliance risks, delays audit execution, and limits visibility into findings and CAPA activities.

smartData developed a centralized web based platform that digitizes the complete third party risk and supplier audit lifecycle. The solution enables audit scheduling,
supplier collaboration, document management, audit execution, findings tracking, CAPA management, and FDA compliance documentation within a single workflow
driven system. The platform provides role based access for administrators, auditors, and suppliers, ensuring secure collaboration, complete traceability, and real time
visibility into compliance activities. As a result, organizations can reduce manual effort, accelerate audit completion, improve compliance readiness, and maintain a

complete audit trail across all supplier risk management activities.

Problem Statement

Pharmaceutical organizations were managing supplier audits and third party risk activities through spreadsheets, emails, and disconnected systems, creating
operational inefficiencies and compliance challenges. Audit schedules, findings, CAPA actions, and supporting documentation were scattered across multiple
locations, making traceability difficult. Communication between suppliers and auditors was largely manual, resulting in delays and inconsistent processes. Regulatory
documentation required significant administrative effort and lacked centralized visibility. The client needed a unified platform to standardize workflows, improve
compliance readiness, and provide complete audit lifecycle management.

Approach / Solution

Pillar / Pattern

smartData designed and developed a centralized platform using Angular, NET Core, SQL Server, and AWS based infrastructure. The solution digitized the complete
supplier audit and third party risk lifecycle, including supplier onboarding, document management, audit scheduling, audit execution, findings tracking, CAPA workflows,
and regulatory documentation. A role based architecture was implemented for Admins, Auditors, and Suppliers to ensure secure collaboration and controlled access.
Automated workflows, notifications, and audit trail capabillities were integrated to improve operational efficiency, traceability, and compliance management. The platform
also standardized FDA documentation and audit closure processes to reduce administrative burden and support regulatory readiness.
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Technical Challenges
- Challenges - How We Solved It
% Managing complex multi stage audit workflows involving suppliers, auditors, CAPA reviews, % Implemented configurable workflow engines with status driven transitions, automated
and compliance approvals. notifications, and role based approvals.
% Maintaining complete traceability across documents, findings, CAPA actions, and regulatory % Designed centralized audit history tracking with document versioning, activity logging, and end
forms. to end audit trails.
W Securing sensitive compliance and supplier information across multiple user roles. % Implemented JWT authentication, role based access controls, secure document handling, and
permission based data visibility.
\. W,
Learning

Early workflow mapping with compliance stakeholders significantly reduced process rework during implementation. Designing configurable audit templates and risk scoring models improved platform flexibility
for future regulatory requirements. Centralized audit trail architecture proved critical for compliance readiness and reporting. Future implementations can further benefit from Al-assisted risk scoring, predictive

compliance monitoring, and deeper integration with QMS and regulatory systems.
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