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Aviation Safety Management System (SMS) Platform smartData

ENTERPRISES

Project Summary

Aviation organizations are required by ICAO and FAA standards to operate a formal Safety Management System (SMS),
yet these processes are often handled through paper forms, spreadsheets, and disconnected tools ??? making it hard to
report hazards quickly, track corrective actions to closure, and demonstrate compliance. smartData built AerospaceSMS,
a cloud-based, multi-tenant SaaS platform that digitizes the complete SMS for aviation organizations. Structured around
the four ICAO SMS pillars, it brings hazard and incident reporting, risk assessment, root cause analysis, corrective-action
tracking, internal audits, training, and safety promotion into one centralized system, with a dedicated super-admin console
for platform and client administration. The result is a unified, standards-aligned platform that lets organizations report

hazards quickly, track actions to closure, and maintain audit-ready compliance evidence.

Problem Statement

Before AerospaceSMS, safety operations were managed using paper forms, spreadsheets, and disconnected
applications. Hazard and incident reporting was slow, inconsistent, and prone to missing critical information.
Corrective actions lacked centralized ownership and visibility, causing delays in issue resolution. Compliance audits
required significant manual effort to gather supporting documentation, while limited reporting capabilities made it

difficult to identify recurring safety trends and proactively mitigate operational risks.

Approach / Solution
Pillar / Pattern

smartData designed and developed AerospaceSMS as a cloud-based, multi-tenant SaaS platform aligned with the four
ICAO Safety Management System pillars. The solution includes a Node.js, Express.js, and TypeScript backend with
MySQL and Sequelize, a Next.js and React-based tenant portal, and a dedicated super-admin console for centralized
platform management. Tenant-level data isolation and role-based access control ensure secure separation of customer
data. Integrated modules manage hazard reporting, risk assessments, root cause analysis, corrective actions, audits,
training, and compliance activities. Additional integrations with Stripe, Twilio/SMTP, AWS S3, and Docker enable secure

billing, communication, file storage, and consistent application deployment.

Technical Challenges

- Challenges - How We Solved It
Migrating the application from MongoDB to a * Rebuilt the data layer using Sequelize ORM,
relational MySQL database while preserving replacing Objectld-based document references
business logic and existing data relationships. with normalized relational models while

maintaining application behavior and ensuring
data integrity.

Implementing secure multi-tenant architecture
with complete tenant-level data isolation and role-
based permissions.



Designed tenant-aware database models,
enforced role-based access control throughout the
application, and validated tenant ownership for
every API request to ensure secure data
separation.

Learning

Deploying the application alongside unrelated software on a shared hosting environment introduced security,
maintenance, and stability challenges. Moving to containerized deployments using Docker images stored in AWS ECR
significantly improved deployment consistency, scalability, and reliability. For multi-tenant SaaS applications, establishing
tenant isolation, role-based access control, and secure configuration management from the beginning greatly reduces

future maintenance efforts and minimizes security risks.
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