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Project Summary

A precious-metals refinery relied on phone calls, email, and manual back-office work for customers to lock metal prices,

arrange shipments, and reconcile settlements — slow, error-prone, and hard to scale on a large, aging codebase.

smartData rebuilt the customer portal on a clean-architecture ASP.NET Core 8 platform, delivering the full refining lifecycle

as self-service: account, location and role-based user management; live spot-price Lock-In and Pool Management;

FedEx/UPS-integrated shipping with packing lists, labels and tracking; invoices, statements, financial activities,

calculators, reminders, secure messaging and two-factor authentication — a secure, real-time, multi-location B2B system

that removes manual coordination and scales operations.  

Problem Statement

Customers depended on phone, email and manual back-office processing to lock metal prices, arrange shipments

and reconcile settlements — slow, error-prone and hard to scale. The legacy system was a large, tightly coupled

codebase that was difficult to maintain, secure and extend. There was no unified, real-time self-service experience:

price quotes were manual, shipping was coordinated off-platform, and financial visibility (invoices, statements, pool

balances) was fragmented across the business.

Approach / Solution

Pillar / Pattern

smartData re-engineered the customer portal on a clean/onion architecture in ASP.NET Core 8 — separating Domain,

Application, Infrastructure, Shared and Web layers behind a Repository + Unit-of-Work data pattern and an async, end-to-

end service layer. Legacy business logic was migrated 1:1 while improving code quality, security and testability, with EF

Core isolated behind interfaces and covered by unit tests. The platform delivers the entire refining lifecycle as self-service:

account, company, location and sub-user management with department-level role permissions; live metal-price Lock-In

and Pool Management driven by a cached external market feed; native FedEx/UPS shipping with packing lists, rate

shopping, label and barcode generation and tracking; invoices, statements, financial activities and calculators; secure

messaging, reminders and TOTP two-factor authentication. Sensitive data (EIN/Tax ID, wire info) is encrypted

(TripleDES/AES), PDFs render in-process (MigraDoc/PdfSharp), and Serilog provides structured logging.



Technical Challenges

- Challenges - How We Solved It
Modernizing a 500+ table legacy refinery system

with tightly coupled pricing, settlement and

shipping rules without changing behavior.

Adopted clean architecture with Repository/Unit-

of-Work and an async service layer; ported

business logic 1:1 into testable services with EF

Core hidden behind interfaces.

Learning

Keeping EF Core strictly behind repositories made the large legacy migration tractable and testable — future pods should

preserve that boundary. Third-party contracts (price feed, FedEx/UPS) benefit from a cached broker abstraction isolated

early. Centralize cross-cutting concerns (encryption helpers, session-validation middleware, permission action filter) rather

than scattering them per-controller. A shared UI component library (grids, loaders, modals, toasts) kept 130+ screens

consistent.
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